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SUMMARY

GNSS technology is used for many applications: Jurgeying industry uses GNSS for
monitoring the continental drift, stakeout fixedupis, measuring maps of areas and many
other location based services. The constructionstrg uses GNSS for machine control and
logistics, the agriculture for precise farming, mrwteering assists and other tasks like
manure, reaping and plowing. Since the last 10sy&MNSS also entered in many daily life
applications like car navigation and location baseices (Google Maps, Facebook). But
GNSS is also used as a sensor for many safetgadrépplications: the example of guided
landing approach of airplanes is well known bus iess known that GNSS — and here
specific the Open Service of the US NAVSTAR GPS uded as a crucial sensor for timing
and synchronization of reference stations for tal@munication, electrical power supplies,
exchange markets and banks. For many years thialality and faultless function of GNSS
was taken for granted. Jamming (the intentionarfetence targeting the unavailability of the
system) as well as spoofing (the faking of a falssition/time towards a target GNSS
receiver) was no concern for nearly all users eixttepmilitary. But recent events started a
gradual paradigm shift: the unintentional jammimghe Newark Airport, NY, USA by an
UPS driver with a US$ 100 devices available on etieycapturing of a US drone using a
GPS spoofer by Iran; the demonstration of studeois the University of Austin, Texas, US
to hijack a US$ 80 million dollar Yacht with a setfade spoofer as well as their laboratory
demonstration to use this spoofer to tamper theghaasurement units used for energy
network synchronization and control. In this paperreview these events and show how our
currently used GNSS technology was attacked amdtaidi. Then we discuss different
measures to detect and even mitigate these tloeatgorithmic, receiver, antenna and
system level. Finally, we conclude with providirglgions and recommendations for
hardening and protecting GNSS receivers by e.gguairay antennas and/or services like the
Galileo Public Regulated Service (PRS) with civilenti-spoofing guaranteed by the strong
encryption used there.
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